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Abstract: VANET is system which is permitted to have correspondence and well-being on street vehicle like autos. In 

vehicular system numerous malignant exercises are performed that are destructive to drivers and also travelers. 

VANETs have now been arranged as sheltered systems that auto utilizes for correspondence on parkways or urban 

situations. Alongside the favorable circumstances, there emerge countless in VANET, for example, provisioning of 

QoS, high availability and transmission capacity and well-being to auto. In this paper, showing a brief study on 

VANET, and is connected assaults. These assaults upset this system in a way that outcomes in corruption of 

exhibitions. Counterfeit Neural System that empowers conglomerating judgments and keeps the one-sided choices is 

additionally amassed in this paper. 
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I. INTRODUCTION 

 

VANET is the uncommon classification of MANET. 

VANET offer security to vehicles, drivers, and voyager 

and welcome the road driving. VANET give 

correspondence amidst vehicles and roadside unit for 

security reason. In[2] VANET utilized two kind of hub 

settled hub and portable hub. Roadside unit is altered hub 

like versatile tower and vehicles known as portable hub 
this hub move with fast and distinctive bearing. Versatile 

hub otherwise called on expansive unit. Correspondence in 

VANET implies data (message like activity sticking, 

mischance on street) send to different hubs. There are 

primarily two sorts of correspondence V2V and V2I [3]. 

Entomb vehicle correspondence otherwise called vehicle 

to vehicle correspondence here vehicle ready to convey 

each other, send street data message. This sort of 

correspondence is short range correspondence and there is 

no need foundation. 
 

Fig1: Architecture of VANET 
 

Other is vehicle to road communication also known as 
vehicle to infrastructure communication here vehicle 

communicate to RSU. RSU utilized as a framework and it 

show the message to other vehicle and rang of RSU 100 to 

300 meter. One any other type of communication is the 

combination of V2V and V2I is known as inter roadside 

communication. It is able to communicate with multiple  

 
 

Vehicles and RSUs at the same time. In VANET also 

perform malicious activities (like DOS attack, jamming 

network, change message contain, timing attack). Attacker 

performs attack on network and takes whole control of the 

network and messages. 

 

INTELLIGENT TRANSPORTATION SYSTEM (ITSS): 

In ITSS, every vehicle handles the part of sender, 

collector, and switch to show data to the system. For 
correspondence to happen amongst vehicles and Street 

Side Units (RSUs) vehicles must be outfitted with some 

kind of radio interface or On Board Unit (OBU) that 

empowers short range remote specially appointed systems 

to be framed. ITS vehicles are outfitted with Worldwide 

Situating Framework (GPS) or a Differential Worldwide 

Situating Framework (DGPS) collector for area guess. 

Settled RSUs, which are associated with the spine system, 

must be set up to encourage correspondence.[4] 

 

II. ATTACK CATEGORIES 

 
In 2012, in the paper “Survey on Security Attacks in 

Vehicular Ad hoc Networks” Mohammed Saeed Al-

kahtani identified different security attacks, classified 

them, compared their defending mechanism in VANETs 

and suggested some future possibilities in this area. The 

author categorized three types of attacker as follows: 
 

Insider V/S Outcast: In VANET insider aggressor, 

assailant inside the system and think about all vehicles in 

system is known as insider aggressor. Aggressors 

specifically impart to other vehicle in same system. Inside 

assailant have numerous approach to perform assaults and 

outcast aggressor, assailant not present in same system and 

not have profound learning about the objective system. 

Outcast aggressor not ready to perform straightforwardly 

assault on target and not immediate impart to vehicle.  
 

Malicious V/S Rational: Pernicious aggressors perform 

assault and demolish the hub or message. Malevolent 

assailants not have individual issues and advantages. 
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Reasonable assailant performs assault with individual 

advantages.  
Active V/S Passive: Dynamic aggressors create new 

bundle for harm the hub and system. Uninvolved 

aggressor not produce new bundle.  

 

CLASSES OF ATTACKS: 

In 2013, Irshad Ahmed Sumra proposed five different 

attack classes and every class expected to provide better 

perspectives for the VANETs security. 

 

 
Fig2: Classes of Attacks in VANET 

 

Monitoring Attack: In monitoring attacks, attacker monitor 

and observed the vehicles and entire network. Attackers 

trace the information between V2V and V2I. For example 

attacker listen the sensitive information and inform the 
other those have malicious intention. 
 

Timing Attack: With timing attack, attackers include some 

time slot with the original message. Main objective of 

timing attack is message reached to other node with time 
delay. For example A send information to B but C add 

some time slot with original message so message not 

received by B right time so collision occur. Timing attacks 

include the alarm and warning messages. 
 

Network Attack: In network attack, attacker observed the 

whole network. Attacker directly interferes between the 

communications (like V2V, V2I). Network attacks 

harmful for vehicles (on broad unit) and fixed node 

(roadside unit). In network attack include some attacks: 

Sybil attack, DOS attack, DDOS attack, ID disclosure 

attack. 
 

Social Attack: In social attack, the attacker sends unmoral 

messages. Attacker sends emotional and aggressive 

messages to neighbour vehicle so that driver should 

distract. Main aim of this type of attack is to make 

diversion in driving time and let driver not concentrate on 

driving. 
 

Application Attack: In VANET two type of applications; 

safety and non-safety application. In safety application 

includes traffic information, collision on road information. 

Non-safety application means sharing the information 

between neighbour nodes for entertainments. Attacker try 

jam this security related application like changing  the 

message content or sends fake messages to other nodes. 

Application attacks include the bogus information attack. 
 

III. ATTACKS 

 

There are many attacks that can disturb the security of the 

VANET and the privacy of its nodes (vehicles). Each type 

of attacks affects some of the security services in the 

system [2][6]. 

DOS Attack: Denial of services attack means resources 

not available to client. Network is useful in VANET for 

the communication of the nodes. In[1] DOS attack 

attackers jam the whole network through fake request send 

to the network. Vehicles (like cars) and RSUs not ready to 
send the emergency messages. 

 

 
Fig3: DOS attack in VANET 

 

DDOS Attack: Distributed denial of service attack 

mechanism is in distributed manner. In[1] VANET attacks 

on vehicle from different location and also target the 
VANET infrastructure (RSUs). Attackers use different 

time slot to send the message to target node. Aim to 

DDOS attack is down the network or jam the network. 

 

 
Fig4: DDOS Attack in VANET 

 

Sybil Attack: In Sybil attack, multiple vehicles with the 

same identity on the road. Attackers send the wrong 
messages like accident and traffic jam information to other 

vehicle from fabricated source identity.  

 

 
Fig5: Sybil Attack In VANET 

 

Id Disclosure: In this attack, a node in the network 

discloses the identity of neighbour nodes and tracks the 

current location of a target node. One of the most popular 
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scenarios of ID Disclosure is as follows: when an observer 

sends a “virus” to some other neighbours of the receiving 
node. Whenever attacked by the virus, these neighbours 

periodically report the ID and the locations of the target 

node. This attack violates the requirement concerning not 

only the authentication but also the privacy. 

Bogus Information Attack: Bogus information attack is 

performed by insider or outsider attacker. Attackers send 

to wrong information to other vehicle and RSU. This type 

attacks distract the driver [9]. 

 

 
Fig6: Bogus Information Attack In VANET 

 

Timing Attack: In[9] this attack, attacker includes some 

time slot with the original message in order to create 

delay. In VANET main requirement is message or data 

transmitted between nodes right time. Attackers also able 

change the content of the message with malicious 

intention. 

 

 
Fig7: Timing Attack In VANET 

 
Worm Hole Attack (Tunnel Attack): In worm hole attack, 

malicious vehicle create the tunnel for the communication. 

Malicious vehicle send the traced information to other 

malicious vehicle through this tunnel (worm high speed 

link). Wormhole attacks where two malicious vehicles use 

a tunnel to broadcast privacy information.   

 

 
Fig8: Worm Hole Attack In VANET 

 

Black Hole Attack: The node refuses to participate in the 

network or when an established node drops out to form a 

black hole. Therefore all the traffic of the network gets 
redirected towards a specific node which actually does not 

exist which results in data lost. Malicious vehicle collect 

all information and no forward to target vehicle. 
 

 
Fig9: Black Hole Attack In VANET 

 

Man In Middle Attack: Man in middle attack (MIMA) 

comes under the monitoring class of attack. Attackers 
observe the network or vehicle behavior and listen the 

communication between nodes. Attacker performs attacks 

and gives the important information to other attacker. 

 

 
Fig10: MIMA In VANET 

 

IV. ARTIFICIAL NEURAL NETWORK 

 

Artificial Neural Networks are computer programs 

simulating the way in which a human brain strategies 

information. An ANN is fashioned from hundreds of 

neurons or processing elements (PE), organized in an input 

layer, an output layer and a couple of hidden layers. Each 

and every PE has a weight, a switch operate and an output. 

For the duration of training, processing elements’ weights 

are optimized unless the error is minimized and the 

community reaches the specified degree of accuracy. The 
bogus neural networks are typically used in classification 

and pattern attention, prediction and modelling. In [22], 

authors used ANN in VANET software to categorise alert 

messages as spurious alert or legitimate alert messages. 

They used a two layer filter, coarse filter and excellent 

filter. The coarse filter uses the digital signature 

verification, the time validation, geographic place 

validation and help from avenue side models (RSUs). If 

the coarse filter cannot classify the alert message 

independently, it makes use of the pleasant filter, which is 

indispensable in most circumstances. It makes use of an 
again propagation neural network to classify behaviour 

patterns, which taking into consideration the neighbours’ 

aid. Before utilizing the neural network, a back 

propagation algorithm is used to instruct the network and 

modify neurons’ weights using samples in a training set. 

These samples come from ancient alert studies organized 

as function vectors. They used a two layer multilayer 

perceptron. Layer ’0’ is the enter layer fashioned from 4 

neurons: 
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(1) The distance between event spot and sender, (2) 

distance between receiver and sender, (three) sender’s 
present velocity, and (4) sender’s repute. Layer ’1’ is the 

hidden layer shaped of eight neurons; Layer ’2’ is the 

output layer formed of 1 neuron ’The occasion-

trustworthiness’. This procedure suggests the effectively 

of the neural community in the misbehaving detection. 

Nonetheless, it suffers from the unilateral choices and non-

cooperative monitoring.  

 

V. LITERATURE SURVEY 

 

1.Vinh Hoa LA et al in[2] Vehicular Ad hoc Networks 

(VANETs) have emerged recently as one of the most 
attractive topics for researchers and automotive industries 

due to their tremendous potential to improve traffic safety, 

efficiency and other added services. However, VANETs 

are themselves vulnerable against attacks that can directly 

lead to the corruption of networks and then possibly 

provoke big losses of time, money, and even lives. This 

paper presents a survey of VANETs attacks and solutions 

in carefully considering other similar works as well as 

updating new attacks and categorizing them into different 

classes. 
 

2.Tim Leinm¨uller et al in[8] Communication using 

VANETs is commonly seen as the next milestone for 

improving traffic safety. Vehicles will be enabled to 

exchange any kind of information that helps to detect and 

mitigate dangerous situations. Security research in the past 

years has shown that VANETs are endangered by a 

plethora of severe security risk. 
 

3.Gurpreet Singh et al in[9] Vehicular networks are 

becoming wide technology in traffic system. The entities 

that are part of a vehicular communication system can be 

private or public vehicles, road-side infrastructure, and 

authorities, with the latter considered primarily as network 

entities. Poorly designed VANETs that permit serious 

attacks on the network can jeopardize the goal of increased 

driving safety. The unwanted data can disturb the network 

communication. The wrong information or inject large 

volume of data can jam the traffic on roads, this type of 

data is known as malicious data/unsolicited data.  
[ 

4.Sushmita Ruj et al in[12] We introduce the concept of 

data centric misbehavior detection and propose algorithms 

which detect false alert messages and misbehaving nodes 

by observing their actions after sending out the alert 

messages. With the data centric MDS, each node can 

independently decide whether received information is 
correct or false. The decision is based on the consistency 

of recent messages and new alert with reported and 

estimated vehicle positions. No voting or majority 

decision is needed, making our MDS resilient to Sybil 

attacks. Instead of revoking all the secret credentials of 

misbehaving nodes, as done in most schemes, we impose 

fines on misbehaving nodes (administered by the 

certification authority), discouraging them to act selfishly. 

This reduces the computation and communication costs 

involved in revoking all the secret credentials of 

misbehaving nodes. 

VI. CHARACTERISTIC 

 
Some characteristic which used to better network 

performance in VANET [6][15]: 

 

1) High Mobility: - This is important features of the 

VANET as nodes move in a high speed all the time 

with different direction. The high mobility of nodes 

reduces the mesh in the network (fewer routes between 

nodes). Compared to MANET, VANET mobility is 

relatively high.  

2) Rapid Changing Network Topology: - As nodes move 

in very high speed so the position of node changes 

frequently so therefore network topology in VANETs 
tends to change frequently. The connection times are 

short especially between nodes moving in opposite 

direction.  

3) No Power criteria: - The VANET node is equipped 

with a battery that is used as an infinite power supply 

for the communication and computation task. 

4) Time Management: - Safety message are the main goal 

of VANET. Message in VANET must be delivered to 

the nodes within the time limit so that a decision can be 

made by the node. 

5) Wireless Communication: - Data transmission is 
generally done by nodes. Nodes are connected and 

exchange their information via wireless 

communication. 

 

VII. SECURITY REQUIREMENT IN VANET 

 

VANET must satisfy some security requirements before 

they are deployed. A security system in VANET should 

satisfy the following requirements: [3][2] 

 

a) Authentication: Authentication ensures that the 

message is generated by the legitimate user. In VANET 
a vehicle reacts upon the information came from the 

other vehicle hence authentication must be satisfied. 

b) Availability: Availability requires that the information 

must be available to the legitimate users. DoS Attacks 

can bring down the network and hence information 

cannot be shared. 

c) Non-Repudiation: Non-repudiation means a node 

cannot deny that he/she does not transmit the message. 

It may be crucial to determine the correct sequence in 

crash reconstruction. 

d) Privacy: The privacy of a node against the 
unauthorized node should be guaranteed. This is 

required to eliminate the massage delay attacks. 

e) Data Verification: A regular verification of data is 

required to eliminate the false messaging. 

 

VIII. CHALLENGES 

 

 VANET  supports  diverse  range  of  on road  

applications  and hence  requires  efficient  and effective  

radio  resource  management  strategies. To accomplish 

various applications in a vehicular environment, new and 
effective strategies are required to be tailored specifically 

meant for VANET. 
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In[13] following are the key research challenges in 

VANET: -   

 

Frequent Link Disconnections: As discussed in the 

previous section that unlike nodes in MANETs, 

automobiles are highly mobile and usually have 

movements at greater speeds, especially on highways and 

therefore comes the change in the topology of the network 

which causes intermittent communication bridges between 

source and target. Moreover, the network  resources  

allocated  to  vehicles  go  in  drain  because of frequent  

link  disconnections.  

  

Node Distribution: In the real world, vehicles are not 
homogeneously distributed in the provided region [5]. Hot 

spots like commercial district and shopping centre’s can 

attract more people, which results in higher node densities 

in these areas. The uneven distributions of automobiles 

increase a great challenge for designing of routing 

algorithms.   

 

Inter-contact time and duration time: Inter-contact time [5] 

characterizes the distribution of the interval between two 

inter-vehicle contacts. The network connectivity is better 

if the inter-contact time is smaller. The session time of a 
contact decides the amount of content can be transmitted 

within a contact, which is typically limited, in the range of 

seconds. 

 

IX. CONCLUSION 

 

The central idea behind VANET is conveying 

correspondence among vehicles and amongst vehicles and 

various settled types of gear situated on the road. The 

principal goal with VANET's is to build vehicles' travelers' 

security and cure by method for appropriating activity, 

street and climate conditions among close-by vehicles. For 
taking care of the issues of existing work for additionally 

securing correspondence and transmission of information 

amongst hub and get reliable result. Each hub has novel ID 

and ensured by accreditation power. Any malevolent 

action and message goes ahead RSU. RSU recognized the 

mischievous activities on the premise of message and not 

transmit the pernicious message to different hubs. Our new 

security systems will locate the pernicious hub and keep 

the system against assault and malevolent message. 
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